CHAPTER 10
VIRTUAL FUNCTIONS - ALGEBRAIC CODING THEORY

10.1 Introduction

We will present the virtual function paradigm of C++ in an implementation of alge-
braic coding theory. Algebraic coding theory, also known as the theory of error correcting
codes, was originated in 1950 by Richard Hamming, and has been an area of intense research
and development for forty years. Error correcting codes are used throughout the computer and
communications industries; modern communication and computing could not exist without
them. We will use them to encrypt text files and to improve the pattern recognition capabili-
ties of a neural net. The neura net application, originated by the author, will be developed in
Chapter 11. Modulo two vectors and matrices are the underlying mathematical structures for
algebraic coding theory and the bit vectors and matrices of Chapter 9 are the classes needed to
implement the theory in C++. | first implemented them using the modulo_number class of
Chapter 3 and a vector-matrix implementation for modulo two numbers that closely parallels
the implementation in Chapter 5. Using an entire byte to store a zero or one and ordinary
modulo arithmetic together yielded slow code; the performance was greatly improved by bit-
mapping the zeros and ones and using the bitwise operations that are part of C.

10.2 The Underlying Principle of Error Correcting Codes

For the introductory discussion, we will focus on the original Hamming 4-7 codes. A nib-
ble is the computer jargon name for a4 bit pattern or half abyte. There are sixteen different nib-
bles. If we select a particular nibble and change one bit of that nibble, then the resulting 4 bit
pattern is also a nibble. If we were transmitting nibbles over a communication line and all six-
teen nibbles were acceptable to send and receive, a change of one bit would go undetected. We
want a bit change on an acceptable pattern to yield an unacceptable pattern. If we want to trans-
mit any of the possible sixteen 4 bit patterns, we must encrypt the 4 bit pattern into a bit vector
with more than 4 componentsin such amanner that makes it possible to determine a one bit error
has been made in a transmission. The Hamming 4-7 coding technique encrypts the entire set of
sixteen nibbles into a subset, of size sixteen, of the 7-bit vectors. These special 16 7-bit vectors,
called the codewords, are chosen in such a manner that the Hamming distance between any two
of them is at least three.

What is Hamming distance? The Hamming distance between any two bit vectors of the
same size is the number of locations where they differ. Hamming distance satisfies the triangle
inequality: HD(u,w) <= HD(u,v) + HD(v,w) in which u,v,w are bit vectors of the same size. Ifu
and w were distinct codewords of length 7 and v were a 7-bit vector at adistance of 1 bit fromu,
then this inequality produces HD(v,w) >= 2. Because of this, if abit ischanged in acodeword u
toyield a7 bit vector v, then v will be at least two bits away from all other codewords. This per-
mits us to associate the 7-bit vector v uniquely to the codeword u.

The secret to success in designing error correcting codes is to choose a particular size n
for a set of bit vectors and a positive integer constant M D, and then to select a special subset of
the n-bit vectors in order that any two vectors in the subset are at least M D (minimum distance)
away from each other; this subset is called the codewords. Finding all of the above is by no
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means trivial, and has been the subject of many years of research. Associating any n-sized bit
vector to a unique codeword is called error correcting. Because of the triangle inequality, this
constant MD determines whether we can associate a n-bit vector with a unique codeword.
Depending on whether MD is odd or even, we have the following:

(1) MD is odd: we can correct abit vector within M D/2 from a codeword
(2) MD iseven: we can correct a bit vector within (M D/2)-1 from a codeword

For the Hamming 4-7 codewords (7 bit vectors), we can uniquely correct 7-bit vectors
that are adistance 1 away from a codeword. For another set of codewords, called maximal length
shift register codes of dimension 127, we can correct a 127-bit vector that is a distance of 31 (64/
2 - 1) or less from a codeword. Thisis significant and will be discussed in alater section of this
chapter.

We have to be sufficiently close to acodeword in order to associate a bit vector uniquely
to that codeword; sometimes this is not possible. In the case of maximal length shift register
codes, sufficiently close is quite liberal. Also, we could start with a code word and change
enough of its bits, putting it within the correcting distance of another codeword. For example, if
we change two bits of a Hamming 4-7 codeword, then we are 1 bit away from another Hamming
4-7 codeword and 2 bits away from the original. We would end up correcting to the wrong code-
word. We have to live with this in error correcting codes. Also, a codeword could have enough
bits changed to yield another codeword; in that case, we would not even realize that bit changes
were made. For Hamming 4-7 codes, we can recognize that a codeword has been changed if
either 1 or 2 bits have been changed; we cannot tell whether it was 1 or 2 though. If we have a
non-codeword 7-bit vector, we can correct it uniquely to a codeword. This correction will be cor-
rect if only one bit actually changed. Otherwise, we are correcting it to the wrong codeword.
These again are the cavests of error correcting codes.

10.3 Hamming 4-7 Codes

10.3.1 Parity Matrix Equation and Equivalence Classes

In order to understand some of the basics of coding theory, we will completely develop a
set of Hamming 4-7 codes. We must take the sixteen possible nibbles (4-bit vectors) and map
them, 1-1, into a subset of the 7-bit vectors. Each nibble will be mapped to aunique 7-bit vector.
This special subset, consisting of sixteen vectors, is called the subset of codewords We can write
the encryption formulafor this mapping as.

H(nq, Ny, N3, Ng) = (P1, P2, N1, P3, N, N3, Ng), Where

P1 = Ny + Ny + ny (mod?2)
P2 = Ny + Nz + ny (mod2)
P3 = Ny + ng + ny (mod 2)

The above equations arein modul o 2 arithmetic, and the ordering of the p's and n'sin the
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formula defining H does play a crucial role in the mechanics of error correction. Adding the p's
to both sides of the above equations and using the identity x + x = 0 of modulo 2 arithmetic, we
get the following equations:

p; + Ny + ny + ng = 0 (mod 2)
p, + Ny + ng + ng = 0 (Mod 2)
p3 + Ny + n3 + ng = 0 (mod 2)

If any 7-bit vector islabeled as (p1, po, N1, P3, No, N3, Ny), and with thislabelling satisfies
the above system of equations, the 7-bit vector is a codeword because it could have been gener-
ated with the equivalent above formulas that define the p's in terms of the n's. This system of
equations can be written as the following matrix equation:
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Figure 10.1 - Parity Check Equation

The 3 by 7 matrix, denoted by P, in Figure 10.3 is called the Hamming parity check
matrix. A 7-bit vector is acodeword in our set if and only if it satisfiesthis matrix equation.

The following discussion requires aworking knowledge of basic linear algebra. Looking
at P, we seethat it has rank 3 (number of linearly independent rows in amatrix). The solutions to
the above homogeneous matrix equation comprise a vector subspace of 7-bit vectors, called the
null space of P, denoted by Null(P). A maor theorem of linear algebra states:

dim(Null(P)) + rank(P) = dim(Domain(P)).

The domain of P isthe entire vector space of 7-bit vectors, yielding Domain(P) equal to
7. Thus, the null space of P, the vector space of codewords, has dimension 4. Since the coeffi-
cients are in the integers modulo 2, the total number of codewords is sixteen (2 to the power 4).
This agrees with the original formulafor generating codewords from nibbles, since there are six-
teen distinct nibbles and distinct nibbles get mapped to distinct codewords. It is aesthetically
pleasing and mathematically useful that the Hamming 4-7 codewords are exactly the null space
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of amatrix.

The distributive law for matrix multiplication, P*(C + D) = P*C + P*D, shows that the
sum of two codewords will aso be a codeword. Also, C + C = 0, the zero vector, because of the
property of modulo 2 arithmetic (1 +1 = 0); any codeword (actually any modulo 2 vector) isthe
additive inverse of itself. This shows that the set of Hamming 4-7 codewords is a mathematical
group properly contained within the full group of 7-bit vectors. This group contains 16 vectors
called the codewords.

A proper subgroup of a group can be used to partition the entire group up into a disjoint
union of subsets, called equivalence classes. These equival ence classes can be produced by tak-
ing an element not in the subgroup (of codewords), and adding this element to each element in
the subgroup. With the correct selection of non-codewords, we can produce distinct equivalence
classes. For our group of codewords, we will use theepsilon-i vectors, denoted by E;, to produce

these equivalence classes. E; has a 1 in the ith component and zeros everywhere else. Denote by
C; the set of vectors obtained by adding E; to each codeword. No E; isa codeword because P, E;
isthe ith column of P, a nonzero vector. From group theory it follows that no element of C;isa
codeword, all elements of C; are distinct, and thus there are sixteen different vectorsin C;. The
big question now is: Are C; and C; distinct for i and j distinct? Note that E; + E; = 0 and thus
when we add two vectorsin C;, we arein total adding two codewords and two copies of E;. Thus
the sum of two vectorsin C; is a codeword. When we take the sum of a vector in C; with avector
in C;j, the result is a codeword plus the sum of E; and E;. Can this sum of a vector in C; with a
vector in C; be a codeword? When we multiply the sum E; + E; by P, theresult isthe sum of the

ith and jth columns of P. Since the columns of P are distinct, the only way we can have aproduct
being the zero vector isif i and j are the same. This shows the classes C; are distinct for different

E;.

It follows that we have partitioned the 128 7-bit vectors into 8 digoint sets, and each 7-
bit vector is either a codeword or it isin some C;, exactly one bit away from a unique codeword.
C, is the 7-bit vectors obtained by adding an error of one bit in the ith component of the set of
codewords. If a 7-bit vector is not a codeword, we associate it with the unique codeword that it is
one bit away from.

10.3.2 Correcting a 7-bit Vector

Let P; denote the ith column of P. Upon ingpection you can verify the bit pattern of P; has

theinteger valuei. P times any 7-bit vector must yield the zero vector or a column of P since the
columns of P totally exhaust al of the seven 3-bit nonzero vectors. This is the intricacy in
designing the matrix approach to Hamming codes. Assume that we have a seven bit vector Y
that yields:

P*Y=P; for somei.

Determining the i and adding E; to Y, we get:



P*(Y+E)=P*Y + P*E, =P +P, =0

ThusY + E; isthe codeword 1-bit away from Y. Note that the bit representation of P; has
value i, and this instructs us to change the ith bit of Y to get the nearest codeword to Y. Adding
E;j to Y is an algebraic vector way to accomplish this. This parity matrix P multiplication also
shows that if X isacodeword, then X + E; + E;j isacodeword only if i = j. Thisis because theith
and jth columns of P only sumto zero when i = j. Thus atwo bit change to a codeword does not
yield another codeword, showing that two distinct codewords must be at least three bits apart in
Hamming distance.

10.3.3 Hamming 4-7 Generating Matrix

Since we have a bit vector and bit matrix implementation, we naturally want to encrypt
nibbles into 7-bit vectors using the functionality of this implementation. The following figure
defines the Hamming generating matrix for this set of codes:
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Figure 10.2 Generating Matrix Equation for Hamming 4-7 Codes

The Hamming 4-7 codes are not implemented in this book, but the Hamming 7-11 codes
are. It will beleft as an exercise to implement and apply the Hamming 4-7 codes to a cryptogra-
phy problem. The Hamming 4-7 C++ implementation closely parallels the Hamming 7-11
implementation.

10.4 Hamming 7-11 Codes

The codes implemented in this chapter encrypt 7-bit vectors into a set of vectors of size
11, 15, or 127. 7-bit codes were chosen because the ASCII character set has 128 elementsiin it
and there exists easily described codesfor encrypting 7-bit vectors. These 7-bit encrypting codes
will be used in Chapter 11 to encrypt the 7-bit patterns of ASCII characters into sets of code-
words of a higher size. The mathematical theory for Hamming 7-11 codes is not as clean as that
for the 4-7 codes, but the C++ implementation is of the same difficulty.

10.4.1 Generating and Parity Matrices for the Hamming 7-11 Codes

5



We will need a4 by 7 matrix to generate the parity bits for the Hamming 7-11 codes and
a4 by 11 matrix for codeword recognition and error detection. The set of codewords will have

cardinality 128 (27), with the space of 11-bit vectors partitioned into 16 (2%) equivalence classes.
Eleven of these equivalence classes are generated by adding the E;'s to the subgroup of code-

words; these eleven equivalence classes comprisethe 11-bit vectors that are exactly one bit away
from a codeword. The codeword set brings the count of equivalence classes to twelve, leaving
four classes. Because of the equivalence class theory, the four remaining equivalence classes
comprise vectors that are at least two bits away from a codeword. Each 11-bit vector in these 4

classesis two bits away from more than one codeword, making impossible a unique correction.

Multiplication of an 11-bit vector by the parity check matrix will yield a column of the parity
check matrix, a zero vector, or a vector whose bit pattern has value from 12 through 15. The ith
column of P indicates the vector can be changed to a codeword by changing the ith bit, the zero
vector indicates a codeword, and a bit pattern with value larger than eleven indicates the vector

istwo bits from the closest codeword. The parity matrix and equivalence class theory show the

minimum distance between two codewords is three, permitting positive identification of one bit

errors. If acodeword has two bits changed, the parity check equation will determinethe resulting
vector is not a codeword. Depending on what the parity check matrix multiplication yields, it
will be recognized correctly as a two bit change or incorrectly as a one bit change. If a one bit
change is the conclusion, the vector will be corrected to the codeword one bit away, which does
differ from the original. To make it crystal clear, some two bit errors are detected as two bit
errors while others are detected as 1 bit errors. For the Hamming 4-7 codes, because every non-

codeword bit vector is one bit away from a codeword, all two bit errors are interpreted as one bit
errors. The bottom line is Hamming 7-11 codes for 11-bit vectors are equivalent in performance
to the 4-7 codes for 7-bit vectors; if a one bit error occurs, it will be correctly diagnosed, other-

wise you take your chances.

Ny
_p_ n2
1 J1101101||n,
P2l _j1011011|,
ps 0111000/ *
0000111/|"5

Py
L n6
"7

Figure 10.3 Generating Matrix for Hamming 7-11 Codes

In Figure 10.3, we have the matrix that generates the four parity check bits for the 11-bit
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codewords. These four bits are combined with the original 7-bit vector to yield the 11-bit code-
word: (p1, P2, N1, P3, N2, N3, Ny, P4, N5, Ng, N7). We could have defined the generating matrix to
be 11 by 7, including the n'sin the product vector. This4 by 7 matrix is used in the C++ imple-
mentation of Hamming 7-11 codes.
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Figure 10.4 Parity Check Equation for Hamming 7-11 Codes

If an 11-bit vector satisfies the above equation, it isa codeword. If the parity matrix when
multiplied against an eleven bit vector yields the ith column of P, we interpret the 11-bit vector
to be a codeword that has had itsith bit changed. We get the codeword one bit away by changing
the ith bit of the vector. If the parity matrix multiplied against an 11-bit vector yields one of the
four vectors not making up the columns of P, we say that we cannot correct the vector because it
istwo bits away from more than one codeword and not one bit away from any codeword.

Two references that have excellent discussions on these kinds of cyclic codes are Gam-
ble[] and Solomon (author) - Balakrishnan (editor) [].

10.5.1 The Shift Register

The key ingredient for generating a group (mathematical meaning) of shift register codes
isadifference equation. In the C++ source code, we will build two groups, each with cardinality
128, of shift register codes: one group of length 15 with minimum distance of 5 among code-
words and another of length 127 with minimum distance of 64 between codewords.

Because of its simplicity, we will study the shift register, with three binary storage ele-
ments and difference equation a,, + a1 = ay+3, Shown below:
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The coefficients, called the feedback coefficients, for the difference equation of this shift

An+1

an+2

Figure 10.5 Shift Register for a,+ a,.; =

register are 1, 1, O, corresponding respectively to ay,, 8n+1, 8n+2-

For achoice of initial conditions, a,, a;, a,, this difference equation generates an infinite

sequence of O'sand 1's. We will generate eight finite sequences of seven bitsfrom the eight pos-
sible 3-bit vectors, which represent initial condition sets, and choose these as our group of code-

words. Thisgroupis:

(1)
(2)
3)
(4)
()
(6)
(7)
(8)

The difference equation actually represents the following system of four equations in

1110010
1100101
1001011
0010111
0101110
1011100
0111001
0000000

seven unknowns when we useit to generate 7-length sequences:




8 t & t a3 =0

a; + ap + ay =0
a + a3 + a5 =0
ag + ay +a5=0

Remember the solutions of a homogeneous system constitute a vector space, thus a
group under addition. Because these 7-bit vectors are determined by the first three bits, we
have eight possible initial condition sets, yielding eight solutions of the difference equa-
tions. Linear algebratheory for a system of seven unknowns with matrix rank four yields a
null space of dimension three, with atotal of eight codewords. We will refer to this group
as a group of shift register codes associated with the above difference equation. Because
the Hamming weight (number of nonzero bits) of each nonzero codeword is four, the sum
of any two codewords is another codeword, the distance between any two codewords is
Hamming weight of their sum, we have a distance of four always between any two code-
words. If a7-bit vector is one bit away from a codeword, that codeword is the unique clos-
est codeword to the vector, and if a 7-bit vector is two bits away from a codeword, that
vector is not one bit away any codeword. In the latter case, a codeword is not associated
with this vector since it is outside of the correcting radius, (one in this case) of any code-
word.

The electronic shift register of Figure 10.5 has a state consisting of a 3-bit vector
stored in the three boxed bit memory locations and a feedback vector used to add, modulo
two, afixed subset of the stored bits. The arrows leading from the square boxes to the cir-
cled adder indicate that the contents of these two bit locations are to be added, and then the
contents of the three boxes are shifted to the |l eft with the result of the adder being placed in
the storage area labeled a,,,,. The content of a,, is possibly stored in some other container.

We will storeit in the codeword we are generating. Again this isa machine representation,
which is an electronic component, of our difference equation. We must initially place a,

ay, ay in the memory locations of the shift register, calculate ag, and put it in the rightmost
box, shifting off a; from the leftmost box. Then we calculate a,, put it in the rightmost box,
and shift off a; smultaneoudly. This is the mechanism used to encrypt a 3-bit vector into a

7-bit vector. Thisgroup of eight 7-bit vectors makes a viable set of codewords that can cor-
rect one bit errors.

10.5.2 Maximal Length Shift Register Sequences

If we choose an n-stage shift register (or its corresponding nth order difference
eguation), we can encrypt the entire set of n-bit vectors into a vector space of larger size,
depending upon the length of the finite sequences generated. Aslong asthislength islarger
than or equal to n, we will have agroup of distinct codewords (because of the nth order dif-
ference equation). Generating sequences of length n does nothing for us; we want to gener-
ate sequences of alength sufficiently large that we have a desirable minimum weight, M D,
among the codewords. Because of the group property, MD will be the minimum distance
between codewords. No fancy mathematics is needed to find this distance; simply run
through the codewords calculating the minimum weight. Since the distance between any
two codewords (generated by the shift register) is the Hamming weight of their sum and

9



their sum is also a codeword, we check the weights of the 2" codewords. This is preferable to

calculating the (2”)2 /2 - 2" distances for all possible pairs of codewords. For the above 3-stage
shift register example, the minimum distance is four, the correcting distance one. Advanced
mathematical theory can eliminate a great deal of the guess work in selecting a set of shift regis-

ter codes and calculating the correcting distance. Of particular interest is the set of codes
grouped together under the title of maximal shift register sequences. Every shift register (given a

non-zero initial state) will generate sequences that are periodic, and the maximum period is 2" -
1 where nisthe size of the shift register. It is not always possible to achieve this length, but it can

be done when 2" - 1 is a prime number. The low order cases arefor n =3, n =5, and n = 7 with
respective periods 7, 31, and 127. To achieve this, we must select the underlying difference
equation with an irreducible modul o two characteristic polynomial. The characteristic polyno-

mial of ay + Cq 811+ Co Ak+p +... + Cmy@k+m = B+ IS

2 m+1

P(X) =1+ Cxt + cp X2+ ...+ Gy XM+ X
The size of the shift register for this difference equation is m+1. Note that the coefficient
of a is aways 1. In the three stage example presented above, the irreducible polynomial was

p(x) = 1 + x* + x3. For the case n = 7 presented in the source code for this chapter, the feedback
coefficientsare 1, 1, 1, 1, 1, 1, 0. The difference equation, with characteristic polynomial irre-
ducible modulo two, associated with this shift register is:

At A+1 T A2t A3 T Ara T e = Aty

By using one entire nonzero sequence of length 127, we can select the codeword gener-
ated by anyone of the possible 127 nonzero 7-bit vectors. Each possible 7-bit pattern occurs
somewhere in the 127 bit pattern, including cyclic wrap around. We will chose all 127 nonzero
sequences of length 127 and add the zero sequence to produce a group of codewords. These
codewords are shifts of one another in the proper order, constituting a group because they satisfy
the same difference equation (and associated 120 by 127 matrix homogeneous equation). The
significant property of maximal shift register sequences isthat their Hamming weight is (2" -1)/
2 + 1. For n =7, the Hamming weight of each codeword is 64. Because of this, a 127-bit vector
within 31 bits of a codeword can be associated (corrected) uniquely to that codeword. This is
significant. There is overhead when encrypting a 7-bit vector into a 127-bit codeword, but the
error correction capability is awhopping 25%.

10.5.3 Cyclic Codes of Non-maximal Length

A seven stage shift register was a so chosen with more modest error correction capability.
The feedback coefficients for thisone are 1, 1, 0,1, O, O, 0. Because the polynomial associated
with these coefficients is not irreducible, these will not be maximal length sequences (with
period 127). The mathematical theory for maximal length sequences does not apply. Neverthe-
less, we generate all 127 nonzero sequences of length fifteen, add the zero sequence, obtaining a
group of 15-bit codewords, with five the smallest Hamming weight among these codewords.
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Thus there is a distance of at |east five between any two codewords, permitting two bits of error
correction. Thisisasignificant improvement over the Hamming 7-11 codes at a cost of only four
more encryption bits. This set of 15-bit codewords can correct at a 13% bit error rate, while the
127-bit codewords can correct at 25%, albeit with many more bits.

10.6 Implementation of Coding Theory in C++

The Hamming codes and the cyclic shift register codes are two distinct kinds of error cor-
recting codes, especially at theimplementation level. The three sets of codesimplemented in this
chapter all encrypt 7-bit vectors. The Hamming code, implemented here, encrypts 7-bit vectors
into 11-bit codewords while the two sets of shift register codes implemented encrypt 7-bit vec-
torsinto 15 and 127 bit codewords respectively. Since the function of different error correcting
codes is basically the same, one expects functionality to be the same across all coding theory
varieties. The inner workings of the error correction should be transparent to the application. A
method to achieve application transparency is to use runtime polymorphism to determine the
type of error correcting codes being used and to invoke automatically the correct functionality.
In Chapter 11, error correcting codes are used by a neural net to recognize patterns. If an object
representing an entire set of codewords is passed to the neural net and the functionality associ-
ated with the coding theory classes was implemented properly, the neural net does not have to
know the exact kind of error correcting being performed.

For reasons to be discussed below, a base class, named Base Code, is created, but no
objects of its type will be instantiated. Then two classes, namech7_11 and cyclic7, are derived
from this class. Even though objects will never be created of type Base Code, we do use vari-
ables of type Base_Code* to store pointers. Storing derived class pointers in base class pointer
variablesis fundamental to runtime polymorphism.

10.6.1 Header File for Error Correcting Codes

#ifndef CODING_H

#define CODING_H

#include <stdio.h>

#include <ctype.h>

#include <stdlib.h>

#include <iostream.h>

#include <iomanip.h>

#include " tracer.h"

#include "m2_d7.h"

#include " sreg7.h"

class Base Code {

public:
/I virtual Base_Code() {};
virtual int Code_L ength() const = 0;
virtual int Correcting_Distance() const = 0;
virtual bit_vector closest_codeword(const bit_vector&) const = 0;
virtual bit_vector generate(const bit_vector&) const = 0;
virtual ascii_vector decode(const bit_vector&) const = 0;
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h

class h7_11 : public Base_Code {

public:
static bit_matrix p_matrix;
static bit_matrix gen_matrix;
static int code_length;
static int log_group_size;
int Code_Length() const { return code_length; }
int Correcting_Distance() const { return 1; }
bit_vector closest_codeword(const bit_vector& mdv) const;
ascii_vector decode(const bit_vector& mdv) const;
int syndrome(const bit_vector& mdv) const;
bit_vector generate(const bit_vector& mdv) const;
h7_ 110 { }

h

class cyclic7_15 : public Base_Code {
private:
int word_length;
int code_length;
shf_reg_7 shreg;
bit_vector *code ptr_15;
public:
cyclic7_15(const bit_vector&);
cyclic7_15();
int Code_Length() const { return code_length; }
int Correcting_Distance() const { return 2; }
bit_vector *contents ptr() const { return code ptr_15; }
int minimum_distance() const;
int correct_code(const bit_vector&) const;
bit_vector closest_codeword(const bit_vector& mdv) const;
ascii_vector decode(const bit_vector& mdv) const;
bit_vector cyclic7_15::generate(const bit_vector& mdv) const;

h

class cyclic7_127 : public Base_Code {
private:
int word_length;
int code_length;
shf_reg_7 shreg;
bit_vector *code ptr_127;
public:
cyclic7_127(const bit_vector&);
cyclic7_127();
int Correcting_Distance() const { return 31; }
int Code_Length() const { return code_length; }
bit_vector *contents ptr() const { return code_ptr_127; }
int minimum_distance() const;
int correct_code(const bit_vector&) const;
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bit_vector closest_codeword(const bit_vector& mdv) const;
ascii_vector decode(const bit_vector& mdv) const;
bit_vector cyclic7_127::generate(const bit_vector& mdyv) const;

h

#endif CODING_H

10.6.2 Virtual Function Paradigm of C++

The self-identification of type is accomplished through the virtual function paradigm of
C++, and the implementation of virtual functions is dependent upon pointers to objects invoking
member functions, not objects represented by variables invoking member functions.

To implement runtime polymorphism, we must have an inheritance hierarchy that
includes a base class and derived classes, and then declare member functions virtual that will be
redefined in derived classes. In al our coding theory implementations, there is a function with
prototype:

bit_vector closest_codeword(const bit_vector& mdv).

This function returns the closest codeword to the argument mdv with some caveats.
When a bit_vector cw is returned by closest_codeword, it should be verified that mdv is
within the valid correcting distance of cw for that set of codes. In the case of Hamming codes, if
there isno codeword within distance one of abit_vector mdv, closest_codeword returnsthe null
codeword. The null codeword acts as the exception handler in this case; the applications pro-
gram should use the Hamming_Distance function and the member function with prototype int
Correcting_Distance() function to determine if the bit vector mdv is within
Correcting_Distance of the returned codeword. If not, we do not accept the codeword returned
by closest_codeword, and make the decision that correction is not possible. For shift register
codes, we do not use a null codeword as an exception handler, but we do check the correcting
distance validity using functions with the same identifiers as the Hamming code function identi-
fiers. The application program calls the functions closest_codeword and Correcting_Distance
with a coding theory object. It does not need to know the actual error correcting code being used.
A code bite from the next chapter that illustrates the aboveis:

int choice = 1; // choose 1 for illustrative purposes

Base Code* bcptr;

bit_vector mod2_output;

/I create a set of codewords and store the pointer to them in a base class pointer

switch choice {

case 1:
beptr = new h7_11; // construct the hamming7_11 codes, and assign pointer to
/l base class pointer variable

mod2_output = ... // produce it somehow, should be an eleven bit
/l vector to correspond with h7_11
break;
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case 2:
staticint xp[7] ={1,1,1,1,1,1,0};
bit_vector tempvecl(xp, 7); // bitmap xp
bcptr = new cyclic7(tempvecl, 127, 31);
mod2_output = ... // produce a 127-bit vector to correspond to codewords

}

/I the following is independent of what error correcting codes we are using

/I the error codes must be the same length as mod2_output though

/I view the above as input to below

int result;

bit_vector correction = beptr->closest_codewor d(mod2_output);

if (mod2_output.hamming_distance(correction) <= bcptr->Correcting_Distance() )
result = (char) (bcptr->decode(correction) ); // decode decrypts a codeword
/I back to the original 7 bit vector, then a char operator convertsit to a
/I char variable

else result = -1; // negative indicates no correction made

When the above code is compiled, it is not relevant what type of error-correcting pointer
is assigned to beptr. The functions closest_codeword, Correcting_Distance, and decode are
declared virtual in Base_Code, with distinct code implementations defined in the h7_11 and
cyclic7 classes. At runtime, the actual pointer type stored in beptr will determine (indirectly, to
be explained below) what versions of the virtual functions are called. The exact type of codes
used are transparent to the bottom half of the above fragment; it will be ableto determine avalue
for result, hopefully different from -1. Thisisthe beauty of virtual functions.

To achieve this, the application program must call, with a pointer, member functions that
are declared virtual. Furthermore, this pointer is usually stored in a base class pointer variable,
even though the original address was a pointer to a derived class object. When a base class
pointer invokes a member function, the original pointer type (possibly a derived class pointer
type) is determined, and then the member function for the actual type in the derivation hierarchy
iscalled. Study the above code fragment to see how thisis done.

In the above, we create with new two sets of codewords, each of adifferent derived class.
We keep a handle on one these two objects by assigning its pointer into a pointer variables of the
base class type, Base Code*. IT ISLEGAL TO ASSIGN DERIVED CLASS POINTERSINTO
BASE CLASS POINTERVARIABLES.

For illustrative purposes, let's discuss he function Correcting_Distance, a member func-
tion of both derived classes h7_11 and cyclic7, that was declared virtua in Base_Code. The key
is Correcting_Distanceis declared in Base_Code as:

virtual int Correcting_Distance() const = 0;

The modifier virtual makes Correcting Distance polymorphic. If the function
Correcting_Distance is called by a pointer, then the actual object stored at the address referred
to by the pointer determines which version of a virtual function is called. The type of pointer
variable calling the virtual function does not determine which version of Correcting_Distance
is caled. In the above, if the address of a cyclic7 code were stored in bcptr, bcptr-
>Correcting_Distance() would invoke the Correcting_Distance defined in the cyclic7 class.
Since the address of a h7_11 code was stored in bcptr, beptr->Correcting_Distance() invokes
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the Correcting_Distance defined in the h7_11 class. It does not matter that both bcptr is a
Base_Code pointers. The beauty of thisisthat afunction can be written that will be able to inter-
changeably use the functionality of any of the derived classes. All that is needed isto call these
functions with base class pointers. The applications function isable to use objects of these differ-
ent derived classesin a plug compatible way. Thiswill beillustrated in the next chapter in which
a back-propagation neural net uses these plug compatible error-correcting codes.

10.6.3 Virtual Function Table

If aclassis declared to be virtual, then the storage for the data members no longer is the
sum total of the storage for each individual data member. An extra unseen data member, called
the pointer to the virtual function table, is added to every object instantiated in the inheritance
hierarchy for which their is a virtua function declared. At the highest point in the inheritance
tree where some virtual function is declared, this inclusion will begin. One virtual function will
trigger it, and only one virtua function table pointer data slot will be needed, no matter how
many functions are declared virtual. For each classin the virtual hierarchy, there will be an array
of functions pointers that point to the correct virtual member functions for that class. When an
object is created, the address (pointer to an array of pointers) of the virtual function table is
stored as the hidden data member for that object.

At compile time, if avirtual function is called by a pointer variable, no function is bound
to that pointer variable. Rather, it is (through indirection) directed to invoke the proper function
via the virtual function table. At runtime, objects of different classes in the hierarchy can have
their addresses stored in this pointer, and at these addresses we will find different virtual function
table addresses. Thisis the means by which runtime polymorphism is achieved.

When a variable (not a pointer) of a class invokes any function, the function is bound to
that variable at compile time. Also, if a pointer invokes a function that is not virtual, then the
function that corresponds to that pointer type is bound to the pointer at compile time. Complie
time binding obviously makes for faster execution, but the power programming of runtime poly-
morphism islost. Remember, blazing speed is not always necessary.

10.7 C++ Files

10.7.1 File coding.h

/I file coding.h

#ifndef CODING_H
#define CODING_H
#include <stdio.h>
#include <ctype.h>
#include <stdlib.h>
#include <iostream.h>
#include <iomanip.h>
#include " tracer.h"
#include "m2_d7.h"
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#include " sreg7.h"

class Base Code {
public:
virtual ~Base_Code() {};
virtual int Code_L ength() const = 0;
virtual int Correcting_Distance() const = 0;
virtual bit_vector closest_codeword(const bit_vector&) const = 0;
virtual bit_vector generate(const bit_vector&) const = 0;
virtual ascii_vector decode(const bit_vector&) const = 0;

h

class h7_11 : public Base_Code {
int correcting_distance;
public:
static bit_matrix p_matrix;
static bit_matrix gen_matrix;
static int code_length;
static int log_group_size;
h7_11() { correcting_distance = 1; }
int Code_L ength() const { return code_length; }
int Correcting_Distance() const { return correcting_distance;}
bit_vector closest_codeword(const bit_vector& mdv) const;
ascii_vector decode(const bit_vector& mdv) const;
int syndrome(const bit_vector& mdv) const;
bit_vector generate(const bit_vector& mdv) const;
~h7_1() {};
1

class cyclic7 : public Base_Code {
private:
int word_length;
int code_length;
shf_reg_7 shreg;
int correcting_distance;
bit_vector* code ptr;
public:
cyclic7(const bit_vector&, int, int);
~cyclic7();
int Code_L ength() const { return code_length; }
int Correcting_Distance() const { return correcting_distance; }
bit_vector* contents ptr() const { return code ptr; }
int minimum_distance() congt;
int correct_code(const bit_vector&) const;
bit_vector closest_codeword(const bit_vector& mdv) const;
ascii_vector decode(const bit_vector& mdv) const;
bit_vector cyclic7::generate(const bit_vector& mdv) const;

h

#endif CODING_H
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10.7.1 File coding.cpp

/I file coding.cpp
/I implementation of hamming7_11 class and some cyclic codes

#include " coding.h"

int h7_11::code_length = 11,

int h7_11::log_group_size = 7,

static int phamming[4][11] = { {1,0,1,0,1,0,1,0,1,0,1},
{0,2,1,0,0,1,1,0,0,1,1}, {0,0,0,1,1,1,1,0,0,0,0},
{0,0,0,0,0,0,0,1,1,1,1} };

static int ghamming[4][7] = { {1,1,0,1,1,0,1},
{1,0,11,0,1,1}, {0,1,1,1,0,0,0} , {0,0,0,0,1,1,1} };

bit_matrix h7_11::gen_matrix((int**)ghamming,4,7);

bit_matrix h7_11::p_matrix((int**)phamming,4,11);

/l Base_Code::~Base_Codeg() { cerr << "\nBase_Code destructor called \n";

ascii_vector h7_11::decode(const bit_vector& codeword) const {
ascii_vector dekode;
dekode.lvalug(0, codeword.elem(2));
dekode.lvalug(l, codeword.elem(4));
dekode.lvalug(2, codeword.elem(5));
dekode.lvalue(3, codeword.elem(6));
dekode.lvalue(4, codeword.elem(8));
dekode.lvalug(5, codeword.elem(9));
dekode.lvalug(6, codeword.elem(10));
return dekode;

}

bit_vector h7_11::closest_codeword(const bit_vector& mdv) const {
bit_vector correct_vector = mdv.deepcopy();
int error_bit = syndrome(mdv);
if (error_bit == 0) {
return correct_vector;
} else {
if (error_bit <= 11) {
correct_vector.lvalue(error_bit-1,
mdv[error_bit-1] ~ one_mod_2);
return correct_vector;
} else return bit_vector::zero(mdv.size());

}
}

int h7_11::syndrome(const bit_vector& mdv) const {
bit_vector temp = (h7_11::p_matrix)* (mdv);
static int pow?2[] = {1,2,4,8};
int sindrome = 0;
for (inti =0;i <4 i++)
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}

if (temp[i] == one_mod_2) sindrome += powZ2]i];

return sindrome;

bit_vector h7_11::generate(const bit_vector& mv) const {

}

bit_vector codeword(11);
bit_vector temp = gen_matrix*mv;
codewor d.lvalug(0, temp[Q]);
codeword.lvalue(l, temp[1]);
codeword.lvalue(3 , temp[2)]);
codeword.lvalug(7 , temp[3]);
codewor d.lvalue(2 , mv[0]);
codeword.lvalue(4 , mv[1]);
codeword.lvalue(5 , mv[2]);
codewor d.lvalug(6 , mv[3]);
codeword.lvalueg(8 , mv[4]);
codeword.lvalue(9 , mv[5]);
codewor d.lvalueg(10 , mv([6]);
return codeword,;

/I this will generate a 7/15 codeword set

cyclic7::cyclic7(const bit_vector& poly_sr_coef, int length, int cor_dist) :

}

shreg(poly_sr_coef), code_length(length), correcting_distance(cor_dist) {
1 Tracer tr(" cyclic7");
const int CODE_SET_SIZE = 128;
word_length = poly_sr_coef.size();
char temp_char;
ascii_vector temp_vector;
code ptr = new bit_vector[CODE_SET_SIZE];
for (inti =0; i < CODE_SET_SIZE; i++) {
temp_char =i;
temp_vector = ascii_vector (temp_char);
shreg.init(temp_vector);
code ptr[i] = shreg.generate_seq(code_length);
}

cyclic7::~cyclic7() {

}

delete]] code ptr;

int cyclic7::correct_code(const bit_vector& mdv) const {

const int CODE_SET_SIZE = 128;
int temp_weight = mdv.size();

int w;

int index = -1;

for (intj =0; ] < CODE_SET_SIZE; j++) {
if ( (w=mdv.hamming_distance(code ptr[j]) ) <= temp_weight) {
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temp_weight = w;
index = j;
}
}
return index;

}

ascii_vector cyclic7::decode(const bit_vector& mdv) const {
ascii_vector temp_vector;

for (inti =0; i < word_length; i++) temp_vector.lvalue(i,mdv[i]);

return temp_vector;

}

bit_vector cyclic7::closest_codewor d(const bit_vector& mdv) const {

int k = correct_code(mdv);
return contents_ptr()[K];

}

int cyclic7::minimum_distance() const {
int min_distance = code_length;
const int CODE_SET_SIZE = 128;
for (intj = 1; ] < CODE_SET_SIZE; j++)
for (int k = j+1; k < CODE_SET_SIZE; k++) {
int dis = code_ptr[j].hamming_distance(code ptr[K]);
if (dis < min_distance) min_distance = dis;
}

return min_distance;

}

bit_vector cyclic7::generate(const bit_vector& mdv) const {
shreg.init(mdv);
return (shreg.generate_seq(code_length));

}

10.7.2 File m2_d7.h

/I file m2_d7.h

#ifndef MOD2 DIM7_H
#define MOD2 DIM7_H
#include " bitref.h"

class ascii_vector : public bit_vector {
public:
static int global_dimension;
static unsigned char mask|[8];
ascii_vector();
ascii_vector (int* ptr_int);
ascii_vector (const ascii_vector&);
ascii_vector (char aski);
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operator char ();

ascii_vector (const bit_vector& mv) : bit_vector(mv) {};
ascii_vector& operator=(const ascii_vector& mvy);
~ascii_vector() {};

h

#endif MOD2_DIM7_H

10.7.2 File m2_d7.cpp

/I file m2_d7.cpp
#include "m2_d7.h"

int ascii_vector::global_dimension = 7,
unsigned char ascii_vector::mask[8] = {1,2,4,8,16,32,64,128};

ascii_vector::ascii_vector () : bit_vector(global_dimension) {
/I modulo_number init(0);
for (inti =0; i < global_dimension ; i++) {
Ivalue(i, zero_mod_2);
}
}

ascii_vector::ascii_vector (int* ptr_int) :
bit_vector (ptr_int, global_dimension) {}

ascii_vector::ascii_vector (const ascii_vector& mv) : bit_vector(mv) {}

ascii_vector::ascii_vector (char aski) : bit_vector(global_dimension) {
/I modulo_number zero(0);
/I modulo_number one(1);
/I run through the bits and test
for (inti =0; i< size(); i++) {
if (mask[i] & aski) Ivalue(i,one_mod_2); else Ivalue(i,zero_mod_2);
}

}

ascii_vector::operator char () {
/I modulo_number one(1);
unsigned char temp ='\0';
for (inti=0;i<7;i++){
if (elem(i) == one_mod_2) temp |= mask[i];

return temp;

}

ascii_vector& ascii_vector::operator=(const ascii_vector& mv) {
bit_vector::operator=(mv);
return (*this);
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}
10.7.2 File sreg7.h

/l thisis the header file for shift register class
/I file sreg7.h

#ifndef SHF_REG_7 H

#define SHF_REG_7_H

#include "m2_d7.h"

class shf reg 7 {
private:
int size;
bit_vector feedback;
bit_vector state;
public:
shf_reg_7(bit_vector feedback);
shf_reg_7(const shf_reg_7&);
void init(const bit_vector&) const;
shf_reg_7 operator=(const shf_reg 7&);
unsigned char operator()() const;
bit_vector generate_seq(int) const;
friend ostream& operator<<(ostreamé&, const shf_reg 7&);

h

#endif SHF_REG_7 H
10.7.2 File sreg7.cpp

/I this implements shf_reg class
#include " sreg7.h"

#include " tracer.h"

#include "iostream.h”

shf_reg_7::shf_reg_7(bit_vector coefficients) : size(coefficients.size()),
feedback(size) , state(size) {
feedback = coefficients.deepcopy();
state = bit_vector::zero(size);
/I cout << "feedback is" << feedback;

}
ostreamé& operator<<(ostream& s, const shf reg_7& sr) {
s<<"\n";
s << "feedback is" << sr.feedback;
s<< "\nstateis" << gr.state;
s<< "\nsizeis" << sr.size << "\n";
return s;
}
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shf_reg_7::shf reg_7(const shf_reg 7& sr) {
size = sr.feedback.size();
feedback = sr.feedback;
state = sr.state;

}

void shf_reg_7::init(const bit_vector& init_state) const {
if (init_state.size() != size) bit_array::error (" bad shift register init");
for (inti =0;i <size; i++) {
if (init_state[i]) state.lvalue(i,one_mod_2);
else statelvalue(i, zero_mod_2);
}
}

shf_reg 7 shf_reg_7::operator=(const shf_reg 7& sr) {
size = sr.feedback.size();
feedback = sr.feedback;
state = sr.state;
return *this;

}

unsigned char shf_reg_7::operator()() const {
/I Tracer tr1("shf_reg_7::0p()");
/I one
unsigned char mn = state[0];
unsigned char temp = zero_mod_2;
for (inti =0;i <size; i++) {
if (state[i] == one_mod_2 & & feedback[i] == one_mod_2)
temp ~= one_mod_2;
}
for (intj =0; j <sizel; j++) {
/I statg]j] =state[j+1];
state.lvalue(j, state[j+1]);

/I state[size-1] = temp;
state.lvalue(size-1,temp);
return mn;

}

bit_vector shf_reg_7::generate_seq(int length) const {
bit_vector mdv(length);
for (int i=0; i< length; i++) {
/I madv[i] = (*this)();
mdv.Ivalue(i, (*this)() );
}

return mdv;

}
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